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Policy Review at Shebbear College

The Governors acknowledge their responsibility to ensure that this policy is effective
and follows regulatory requirements. The SLT and Governors undertake a regular
review (at least annually) to satisfy themselves that the implementation of this policy is
effective.



Introduction and Overview

Scope of the policy
Shebbear College is committed to promoting and safeguarding the welfare of all pupils. An effective

online safety strategy is paramount to this commitment.

This policy applies to all members of the College community (staff, pupils, volunteers, parents, carers,
and visitors) who have access to and are users of the College’s ICT systems, services or digital
technologies.

For clarity, the following terms are used throughout this policy:

e Users — Refers to staff, governors, volunteers, pupils, and any other person working in or on
behalf of the College, including contractors.

e Parents — Any adult with legal responsibility for the child/young person outside of the
College, including parents, guardians and carers.

e College — Any College business or activity conducted on or off the College site, including
educational visits, residential trips, sporting fixtures and conferences.

e Wider College community — Pupils, staff, governors, parents and carers

The College utilises technology and the internet extensively across all areas of College life and the
curriculum.

Online safety refers to the College’s ability to safeguard, protect and educate pupils and staff in the safe
and responsible use of technology, digital communications and social media, whilst ensuring robust
systems are in place to identify, respond to and escalate safeguarding concerns where appropriate.

Online safety risks evolve rapidly and include, but are not limited to:

cyber-bullying

child-on-child abuse

online exploitation and grooming

exposure to harmful or extremist content
misinformation, disinformation and conspiracy theories
online sexual harassment

sharing of nude or semi-nude images

Al-generated harmful content and deepfakes
radicalisation

fraud, phishing and cybercrime

inappropriate contact through online gaming platforms;

livestreaming risks;
exposure to age-inappropriate games and online communities.

Al-enhanced phishing,
voice cloning,

business email compromise.

This policy will be reviewed annually or sooner in response to safeguarding incidents, legislative changes



or updated statutory guidance.

The purpose of this policy is to

Outline the guiding principles of all members of the College community regarding the use of
ICT.

Safeguard and protect pupils and staff by supporting them to work safely and responsibly
online.

Establish clear expectations of behaviour relating to responsible use of the internet and
digital technologies.

Ensure that online safety is embedded throughout the curriculum and wider College life.
Establish clear reporting mechanisms for online abuse and safeguarding concerns.

Ensure that unlawful, unsafe or inappropriate behaviour is challenged and addressed
appropriately.

Reduce foreseeable risks to pupils, staff and the College through effective monitoring, education
and safeguarding procedures.

Review and Monitoring

Safeguarding Committee and Governing Body
The Safeguarding Committee and Governing Body are responsible for ensuring that the College has
effective online safety policies and procedures in place.

They will:

Review this policy annually and following any significant incident.

Ensure that online safety arrangements reflect current statutory guidance.

Ensure that online safety incidents are appropriately managed.

Receive regular assurance that filtering and monitoring systems are effective, proportionate and
appropriately safeguard pupils.

Ensure that online safety education and safeguarding are embedded across the College.

Assistant Head Pastoral and Digital Learning Lead
The Assistant Head Pastoral and Digital Learning Lead have overall responsibility for overseeing
online safety across the College.

They will ensure that:

Online safety incidents are dealt with promptly and appropriately.

All safeguarding concerns are recorded on CPOMS.

Appropriate online safety training is provided to pupils, staff, governors and parents.
Staff receive appropriate CPD to support effective safeguarding.

Filtering and monitoring systems remain effective and appropriate.

Current online safety risks and developments are communicated to the wider College
community.

The Assistant Head Pastoral and Digital Learning Lead will:

Keep up to date with emerging online safety risks and safeguarding guidance.
Review this policy regularly and bring amendments to the attention of the Head.
Advise the SLT and Governors on online safety matters.



e Engage with the wider College community on online safety matters at College and at home.
e Liaise with external safeguarding agencies, the local authority and ICT technical support.

e Ensure that staff understand safeguarding reporting procedures.

o Ensure all online safety concerns are reported through CPOMS.

ICT Technical Support
ICT technical support is responsible for ensuring that the College’s technical infrastructure is secure.

This includes:
e Ensuring filtering and monitoring systems are effective and fit for purpose.
e Maintaining anti-virus and cyber-security protection across all capable devices.
e Ensuring operating systems and software are regularly updated.
e Applying filtering levels appropriately according to age and safeguarding need.
e Preventing the use of VPNs, DNS proxy services or other methods intended to bypass College
security.
e Ensuring all users have secure access credentials.
e Supporting compliance with DfE filtering and monitoring standards.

All Staff
All staff must:

e Read and understand this policy.

e Maintain an appropriate awareness of online safety risks and developments.

e Understand that safeguarding concerns may occur both online and offline.

e Recognise that online abuse may constitute child-on-child abuse, including sexual harassment,
harmful sexual behaviour, coercive behaviour, cyber-bullying, online exploitation and the sharing
of nude or semi-nude images.

e Report any online safety concerns immediately to the DSL and put it on CPOMS.

e Seek support from the Digital Learning Lead where further guidance or training is required.

e Ensure all digital communication with pupils and parents remains professional and uses official
College systems.

e Guide pupils to appropriate online resources.

e Report unsuitable online content or technical concerns promptly.

e Model safe, responsible and professional online behaviour.

There is no expectation for staff to be experts in online safety; however, all staff should maintain a
working awareness of:

e social media platforms

e online safeguarding risks

e privacy settings

e phishing and cyber risks

e generative Al risks

o safeguarding reporting procedures

All Pupils
Pupils from Form 1-5 are provided with a College-managed device for educational use. The College-
managed device is monitored in accordance with the Acceptable Use Policy.



If pupils wish to use their own devices in Sixth Form, they may access the College network via the secure
wireless network and remain subject to this policy and the Acceptable Use Policy.

Pupil-owned devices such as smartphones, tablets and laptops may access the College wireless network
where permitted.

All pupils should understand that during the College day, the primary purpose of digital technology is
educational.

Boarders may use devices for non-educational purposes outside the normal College day, subject to
boarding expectations and safeguarding procedures.

The College reserves the right to restrict, suspend or remove access to College systems where there is
reasonable concern regarding misuse.

Pupils are expected to:
e use technology safely and responsibly
e report concerns or inappropriate behaviour
e respect others online
e understand the importance of consent and privacy
e avoid bypassing filtering or monitoring systems
o comply with College behaviour expectations

Online safety education is embedded throughout the curriculum and wider pastoral programme.

Parents and Carers
Parents and carers play a vital role in safeguarding children online.

The College recognises that parents play a particularly important role in supporting online safety for
younger pupils and will provide guidance on parental controls, age ratings, screen use, gaming, social
media and emerging online risks.

Parents are expected to:
e support the College’s online safety expectations
o reinforce safe online behaviour at home
e engage with online safety guidance provided by the College
e report concerns appropriately

Online Safety in the Early Years Foundation Stage (EYFS)

The College recognises that children in the Early Years Foundation Stage (EYFS) require a
developmentally appropriate approach to online safety.

Children in EYFS access technology only under the direct supervision of suitably trained staff. Devices,
applications, websites, videos and online resources used within the EYFS setting will be selected carefully
to ensure they are age-appropriate, educational and safe.

Online safety is embedded within the EYFS curriculum through supervised activities, discussion, stories
and modelling by adults.



Children are supported to:

e use technology safely and responsibly;

e understand that they should seek help from a trusted adult if something online worries or
confuses them;

e begin to understand the importance of privacy and keeping personal information safe;

e develop positive and respectful behaviours when using technology.

Staff working within EYFS will remain vigilant to safeguarding concerns arising from children's online
experiences both within and beyond the setting and will work in partnership with parents to promote safe
and appropriate technology use.

AT Glasses and Smart Watches

The College recognises that Al-enabled glasses, smart watches, and other wearable technologies may have
the capability to record audio, capture images or video, access the internet, transmit data, and utilise
artificial intelligence features. The use of such devices must not compromise the safety, privacy, or
wellbeing of pupils, staff, or visitors.

Pupils must not use wearable devices to record, photograph, monitor, or communicate with others
without permission, nor use them to access inappropriate content, circumvent the College’s filtering and
monitoring systems, or engage in activities that breach College policies.

The College reserves the right to restrict or prohibit the use of wearable technology where it presents a
safeguarding, privacy, security, assessment, or academic integrity risk, and any concerns regarding misuse
will be addressed in accordance with the College’s behaviour, safeguarding, and online safety procedures.

Al Literacy and Critical Thinking

The College recognises that pupils require education not only in the safe use of Al tools, but also in
understanding their limitations, including hallucinations, bias, manipulation, synthetic media and
persuasive design. Al literacy will form part of the wider digital literacy and online safety curriculum.

Conduct and Incident Management

Conduct
All users are responsible for using the College ICT systems in accordance with this policy and the
Acceptable Use Statement.

All members of the College community should understand that this policy also applies to online
behaviour outside College where it impacts safeguarding, wellbeing or the reputation of the College.

Incident Management
All members of the College community have a responsibility to report online safety concerns.

The College will:
e respond promptly and sensitively to incidents
¢ involve external safeguarding agencies where appropriate
e support pupils affected by online harm
e inform parents and carers unless doing so may place a child at increased risk
e maintain safeguarding records in line with College procedures



Technology and Technical Safeguards
Shebbear College uses a range of devices including PCs, Laptops, Android and Apple Devices.

The College employs a range of technical safeguards to protect pupils, staff and personal data.

Internet Filtering

The College uses Smoothwall filtering systems to:
e prevent access to illegal content
e restrict inappropriate material
e support safeguarding monitoring

e identify potentially harmful online activity

Filtering and access controls are applied in accordance with pupils' age and stage of development,
including additional safeguards for children in EYFS.

Filtering levels are age-appropriate and reviewed regularly. The deliberate bypassing of filtering systems,
including the use of VPNs or proxy services, is strictly prohibited.

Monitoring

Monitoring software is used on College-managed devices to identify safeguarding concerns, including
harmful or high-risk online activity. Alerts are reviewed by appropriately trained staff.

Monitoring arrangements are proportionate and comply with safeguarding and data protection
requirements.

Email Filtering
Microsoft Office 365 filtering systems help protect against:
e malware
e phishing
e spam
e malicious attachments

Users are expected to remain vigilant regarding phishing and cyber-security risks.

Encryption and Data Security
All College devices holding personal data are encrypted in accordance with UK GDPR Data Protection
Act 2018 requirements.

Personal data must not be stored or transferred on unsecured devices.
Any suspected data breach or device loss must be reported immediately.
Passwords Security

All users must use secure passwords or passphrases in line with current National Cyber Security Centre
(NCSC) guidance.

Multi-factor authentication should be enabled where available.



Passwords must be changed immediately where compromise is suspected.

Users must never share passwords.

Anti-Virus Protection
All capable devices are protected by anti-virus software.

Threat definitions and security protections are updated regularly.

External storage devices are scanned automatically.

Data Protection

The College maintains a Data Protection and Handling Policy in accordance with UK GDPR and the Data
Protection Act 2018.

Staff using personal devices for College business must:

e ensure devices are password or biometrically protected
e handle data securely
e comply with College safeguarding and data protection expectations

Confidential safeguarding, SEND, behavioural or personal information must not be entered into public Al
systems unless specifically authorised and compliant with data protection requirements.

Education and Curriculum
Online safety education is embedded throughout the PSHE curriculum and wider College life.

Online safety education is delivered in an age-appropriate manner. In the Prep School, pupils are taught
through structured lessons, assemblies, pastoral programmes and classroom activities designed to
develop safe online behaviours and digital resilience.

In EYFS, online safety is delivered through age-appropriate learning experiences and supervised use of
technology.

Pupils are taught:
o digital literacy
e online reputation and digital footprint
e privacy and security
e responsible online behaviour
e recognising online risks
e consent and respectful relationships
e misinformation and disinformation
e critical evaluation of online content
e safe use of Al technologies
e reporting concerns and seeking support

The College will:
e ensure internet use supports learning objectives

e remind pupils of their responsibilities under the Acceptable Use Agreement



e ensure staff model safe and responsible technology use
e educate pupils regarding plagiarism, copyright and intellectual property
e support pupils in critically evaluating online information

Safe Use

Internet
Use of the internet within the College is a privilege, not a right. By accessing the College network, users
agree to comply with this policy and the Acceptable Use Statement.

Email
College email systems are provided for professional and educational purposes. Personal use of College
email systems should be limited and appropriate.

Use of personal email accounts for College business is not permitted.

The College reserves the right to access user accounts where misuse is suspected.

Photos and videos
Parents may opt out of allowing the College to use their child’s image through the College consent process.

Staff must:
e Use College devices where possible
store images securely
avoid storing pupil images on personal devices
ensure pupils are appropriately dressed in images

comply with safeguarding and data protection expectations
Pupils must not share images of others without consent.

Pupils’ full names will not be published alongside images.

Social Media
The College recognises that social media can support communication, engagement and learning.

Official College social media accounts are managed by authorised staff.
The following expectations apply:

Pupils will not be identified by full name.
Tagging to personal accounts is not permitted.
Comments will be moderated where possible.
Copyright and licensing laws must be respected.

Content must reflect the values and reputation of the College

Notice and take down policy
If material is identified that breaches copyright, safeguarding or College policy, the College will remove
the material as soon as reasonably practicable.



Training and Awareness
The College will provide regular online safety training and updates for:
e pupils
e staff
®  governors
e parents and carers

Additional training may be implemented following incidents or emerging safeguarding concerns.

The Assistant Head Pastoral is responsible for recommending an annual programme of online safety
training.

Sharing Nudes and Semi-Nudes
The sharing of nude or semi-nude images or videos by children is a safeguarding issue and will be
managed in line with current UKCIS guidance.

Incidents may involve:

a child creating and sharing images of themselves
sharing images created by another child
possession of nude or semi-nude imagery involving another child

Al-generated nude or semi-nude imagery involving pupils
All concerns must be reported immediately to the DSL.
Staff must not:

e view imagery unless absolutely necessary
e copy, print or share imagery
e move files between devices

Where devices need to be secured, this will be undertaken in accordance with DfE Searching, Screening
and Confiscation guidance.

The DSL will assess incidents and determine whether referral to the following is required:
e Children’s Social Care
e the Multi-Agency Safeguarding Hub (where applicable)
e the Police

Immediate referral will normally be made where:

an adult is involved

coercion, grooming or exploitation is suspected
the content is extreme or violent

the child is under 13

there is immediate risk of harm

The DSL will record all incidents and decisions in line with safeguarding procedures.



The College recognises that pupils affected by incidents involving nude or semi-nude imagery may require
ongoing emotional and pastoral support.

Searching Devices
If safeguarding concerns involve a device:

Staff must:

confiscate and secure the device where appropriate
inform the DSL immediately
record concerns appropriately

follow safeguarding procedures
Staff must not:

e search devices unnecessarily
e print or copy imagery
e move files between devices

Any illegal imagery identified will be reported immediately to the Police.

Generative Artificial Intelligence (AI)

Purpose

This section sets out expectations regarding the use of generative Al technologies by staff and pupils.
The College recognises both the educational benefits and safeguarding risks associated with Al
technologies. Approval of Al systems rests with the Senior Leadership Team in consultation with
safeguarding, digital learning, IT and data protection leads.

Scope
This guidance applies to all staff, pupils, volunteers and visitors using generative AI technologies in
connection with the College.

AI-Related Risks
Risks may include:

e misinformation and disinformation

e Al-generated sexual imagery and “nudification” applications

e synthetic child sexual abuse imagery (AI-CSAM)

e impersonation of pupils, staff or parents using Al-generated audio, images or video
impersonation and voice cloning

e harmful or biased outputs

e academic dishonesty

e exposure to inappropriate content

e privacy and data protection risks
Principles

The College expects:



human oversight of all Al-generated outputs

transparency regarding Al-generated content

verification of Al-generated information

compliance with safeguarding and data protection requirements
responsible and ethical use of Al tools

Staff Responsibilities

Staff must:

use only College approved Al systems where possible

review Al-generated outputs before use

ensure Al-generated materials are age-appropriate and accurate

Confidential information must not be entered into Al systems unless specifically approved by the
College and compliant with data protection requirements.

e report harmful AI content through safeguarding procedures

Pupil Responsibilities
Pupils must:
e Use College approved Al systems
Use Al tools only when authorised
identify Al-assisted work appropriately
critically evaluate Al outputs
avoid presenting Al-generated work dishonestly as entirely their own

Monitoring and Enforcement
The College may monitor Al-related activity where appropriate to safeguard pupils and protect College
systems.

Misuse of Al technologies may result in disciplinary action.

Al Procurement and Risk Assessment
Before introducing new Al systems, the College will consider:
e safeguarding implications;
e data protection compliance;
e age appropriateness;
e cyber security;
e bias and reliability;
e filtering and monitoring compatibility;
e contractual and supplier assurances;
e educational suitability;
o and whether a Data Protection Impact Assessment (DPIA) is required.

Wellbeing monitoring - Pulse
The College uses Smoothwall Pulse to support the monitoring of pupil wellbeing. Pupils are invited to
complete a Pulse check-in twice each week, providing an indication of their current wellbeing.

Smoothwall Pulse is a wellbeing monitoring tool that records and reports wellbeing scores. It does not
provide mental health assessments, diagnoses, or advice and is therefore not subject to regulation by the
Medicines and Healthcare Products Regulatory Agency (MHRA).



Information gathered through Pulse is used as an indicator to help tutors identify pupils who may require
additional support. Pulse data is used only as an indicator and does not replace professional judgement,
safeguarding assessment or direct pastoral engagement. Where concerns are identified, tutors will engage
with the pupil and, where appropriate, refer them to suitably qualified members of staff for further
support and intervention.



Acceptable Use Statement
This statement outlines acceptable and unacceptable use of ICT facilities within Shebbear College.
All users are expected to use technology responsibly, safely and lawfully.

Acceptable Use
College ICT systems should primarily support:

teaching and learning
research

administration
safeguarding

approved College activities

Users must:

maintain password security

protect personal data

report misuse or safeguarding concerns

respect others online

comply with copyright and licensing requirements

Monitoring
The College reserves the right to monitor use of ICT systems in order to:

safeguard pupils and staff
investigate misuse

maintain network security
comply with legal obligations

Users should be aware that College systems and devices may be monitored, logged or
reviewed where necessary for safeguarding, security, operational or legal purposes, in
accordance with data protection and employment law

Unacceptable Use

Unacceptable use includes:

o illegal activity

e accessing inappropriate content

e cyber-bullying or harassment

e Dbypassing filtering systems

e unauthorised access to systems

e sharing offensive or discriminatory material

e introducing malicious software

e misuse of Al systems

e sharing harmful, extremist or exploitative content

The College reserves the right to restrict access, remove devices from the network or apply disciplinary
sanctions where appropriate.



Remote Access
Remote access to College systems may be permitted where authorised by the ICT Department.

Users accessing College systems remotely remain subject to this policy.

Linked Policies
This policy should be read alongside:

Safeguarding and Child Protection Policy
Behaviour and Discipline Policy

Data Protection and Handling Policy

Staff Code of Conduct

Social Media Policy

Acceptable Use Agreements

Searching, Screening and Confiscation procedures

Statutory Guidance
This policy reflects current statutory guidance including:

Keeping Children Safe in Education (KCSIE) (current edition)
UK GDPR

Data Protection Act 2018

DfE Filtering and Monitoring Standards

UKCIS Sharing Nudes and Semi-Nudes Guidance

DfE Generative Al Guidance

Policy Review
This policy will be reviewed annually or sooner in response to:

safeguarding incidents

changes to legislation or statutory guidance
technological developments

identified safeguarding concerns
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